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Command  ond  control  (C2)  Is  an  essential  element  of  all  combat 
operations.  Measuring  the  effectiveness  of  a  C2  system  is  a  difficult 
task.  Numerous  definitions,  the  lack  of  a  common  vocabulary,  ond  the 
absence  of  a  prevailing  conceptual  framework  are  factors  that 
obfuscate  any  methodology  for  assessing  the  performance  or 
components  of  a  system.  The  most  useful  approach  produces 
quantifiable  data  that  measure  the  efficiency  of  components  within  a 
C2  system.  Key  to  this  evaluation  technique  is  the  establishment  of 
measurable  and  meaningful  criteria.  This  monograph  euamines  key 
aspects  of  C2  at  the  tactical  level  in  order  to  propose  a  set  of  criteria 
for  measuring  the  efficiency  of  a  C2  system. 

The  study  begins  with  a  theoretical  and  doctrinal  analysis  of  C2  in 
order  to  establish  a  model  of  the  C2  process.  Components  of  the  model 
are  then  translated  into  general  force  design  requirements  to  illustrate 
linkages  between  process  ond  structure  and  establish  a  focus  for 
measures  of  efficiency.  Theoretical  ond  doctrinal  insights  are  explored 
during  the  next  step  In  order  to  establish  a  set  of  criteria  for  measuring 
the  efficiency  of  a  C2  system.  An  onolysis  of  unit  performance  at  the 
National  Training  Center  is  used  to  reinforce  the  validity  of  the 
proposed  criteria.  The  study  concludes  by  addressing  implications  with 
regard  to  doctrinal  development,  future  research,  and  force  design. 

This  monograph  suggests  that  a  unit's  Table  of  Organization  and 
Equipment  (FOE)  Is  the  focus  for  measuring  efficiency  in  a  C2  system. 
Continuity  of  operations,  accuracy  of  information,  speed  of  the  process, 
and  security  of  information  are  criteria  that  measure  the  key  attributes 
of  on  ideal  C2  system. 
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I. 


General  Donn  fl.  starry  once  commented  that  "no  element  of  the 
(airland  Battle]  concept  Is  more  essential  to  the  development  of  a 
credible  marflghtlng  capability  than  command  and  control."’ 

Command  and  control  (C2)  Is  on  important  part  of  army  doctrine 
and  a  subject  of  continuing  concern.  The  May  1 936  edition  of  FM  1 30-5 
Operations  notes  that  "Common  to  ell  operations-  close,  deep,  and  rear- 
Is  the  necessity  for  superior  command  and  control."2  a  recent  armor 
Center  White  Paper,  entitled  "Command  and  Control  of  the  Maneuver 
Heavy  Force  In  the  airland  Battle,"  provides  a  glimpse  of  the  army's 
contemporary  and  future  concern  uiltb  C2. 

The  execution  of  airland  Battle  and,  subsequently,  army  21 
doctrine,  mill  be  conducted  at  a  greatly  accelerated  pace, 
requiring  the  fun  use  of  the  lethality  and  mobility  of  our 

fighting  vehicles _ The  commander  must  make  his  decisions 

based  upon  his  ability  to  "see"  the  battlefield.  This  involves 
not  only  the  physical  ability  to  see  the  point  of  main  effort 
but  also  the  use  of  inteiUgenca  to  predict  enemy  probable 
courses  of  action.  Our  planning  and  euecutlon  cycle  must  he 
accelerated  so  that  the  enemy  continuaUg  finds  himself 
attempting  to  react  to  neiv  offensive  operations  against  his 
flanks  and  rear,  rather  than  concentrating  on  offense,  as  his 
doctrine  stresses.3 


But  uihat  is  C2  and  uihy  is  it  considered  so  important?  a  plethora 
of  sources  offer  varying  definitions  of  C2  that  tend  to  confuse  rather 
than  enlighten.  This  paper  urill  use  the  army's  definition  of  C2  found  in 
FM  101-5-1  Operational  Terms  and  Sumbols: 
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Die  eNeixise  of  command  Is  that  process  through  which  the 
activities  of  military  forces  are  directed,  coordinated,  and 
controlled  to  accomplish  a  mission.  This  process 
encompasses  the  personnel,  equipment,  communications, 
facilities,  and  procedures  necessary  to  gather  and  analyze 
information,  to  plan  for  ivhat  is  to  be  done,  and  to  supervise 
the  enecution  of  operations.4 


fl  C2  system  is  important  because  it  supports  the  commander  in 
making  decisions  and  canying  out  actions  in  the  accomplishment  of  a 
mission.  Martin  van  Creveld  in  his  study  Command  demonstrates  the 
importance  of  a  C2  system  and  observes: 


By  making  possible  a  faster  and  clearer  reading  of  the 
situation,  and  a  more  effective  distribution  of  resources,  a 
superior  command  system  may  ivell  serve  as  a  force 
multiplier  and  compensate  for  weakness  elsewhere....5 


The  effectiveness  of  a  C2  system  is  a  vital  component  of  combat 
power. 

Measuring  the  effectiveness  of  a  C2  system  is  a  difficult  task. 
Numerous  definitions  of  C2,  the  lack  of  a  common  vocabulary,  and  the 
absence  of  a  prevailing  conceptual  framework  obfuscate  any 
methodology  for  assessing  the  performance  or  components  of  a 
system.6  Various  approaches  produce  different  results.  Evaluation 
techniques  generally  fall  within  two  groups:  those  that  focus  on 
mission  accomplishment  and  those  that  focus  on  evaluating  competing 
alternatives  within  a  system.7 


Measuring  mission  accomplishment  is  a  popular  technique.  This 
Is  not  surprising  since  both  Soviet  and  US  doctrine  define  effectiveness 
In  terms  of  mission  results.  The  Soviets  vleui  measures  of 
effectiveness  as  follows: 

Based  on  the  performance  results  of  the  tactical  mission, 
that  is,  the  effectiveness  of  employment  of  men  and 
weapons,  and  based  especially  on  the  number  of  enemy  and 
friendly  losses,  it  is  possible  and  necessary  in  the  first  place 
to  assess  the  effectiveness  of  command  and  control  by  any 
commander  or  control  organ.1 

US  Army  doctrine  recognizes  that  athe  ultimate  measure  of 
command  and  control  effectiveness  is  whether  the  force  functions 
more  effectively  and  more  quickly  than  the  enemy.”*  Techniques  that 
focus  on  mission  accomplishment  inevitably  include  subjective 
evaluations  of  human  decision  making.  While  this  approach  provides 
qualitative  data,  it  does  net  produce  valid  quantifiable  data  because  of 
the  variable  nature  of  the  human  decision  maker.10  Measuring 
effectiveness  in  terms  of  the  outcome  of  battle  is  not  an  appropriate 
technique  to  support  cost  effectiveness  or  other  force  design 
decisions. 

The  second  approach  evaluates  the  components  within  a  system 
that  are  designed  to  support  the  decision  maker.1 1  This  technique 
examines  the  technical  means  that  support  a  C2  process  rather  than 
the  human  dimension.  Results  are  quantifiable  and  facilitate  the 
comparison  of  candidate  Improvements  to  evolving  systems.  The 
second  approach  measures  the  efficiency  of  components  within  a 


system  and  Is  the  preferred  methodology.  Key  to  this  evaluation 
technique  Is  the  establishment  of  measurable  and  meaningful  criteria. 


There  Is  an  Increasing  need  for  a  set  of  criteria  that  are  a  common 
basis  for  measuring  the  efficiency  of  a  C2  system.  The  growing 
sophistication  and  cost  of  even  louMeuel  tactical  C2  systems  make  it 
imperative  that  decision  makers  be  able  clearly  to  determine  the 
benefits  of  a  particular  technological  improvement  in  order  to  make 
logical  decisions.  For  example,  the  value  of  the  Army's  new  Mobile 
Subscriber  Equipment  (MSE)  Initial  contract  is  $63  million,  with  annual 
options  totaling  $4.3  billion.12  Equally  Important,  a  common  set  of 
criteria  also  facilitates  an  evaluation  of  a  system  with  regard  to 
adequacy  when  threshold  levels  for  the  criteria  are  established. 

The  purpose  of  this  paper  is  to  establish  a  set  of  criteria  that 
provide  the  framework  for  evaluating  the  efficiency  of  a  C2  system  in  a 
tactical  combat  organization.  The  methodology  for  this  study  is 
conditioned  by  a  general  theory  of  living  systems  and  historical 
experience. 

A  general  theory  of  living  systems  provides  the  foundation  for 
studying  a  C2  system.  Among  various  studies,  a  master  theory 
presented  by  James  Miller  In  his  book  living  Systems  is  perhaps  the 
most  comprehensive.  Millers  central  thesis  is  that 

....systems  at  all  these  levels  (cell,  organ,  organism,  group, 
organization,  society,  supranational  system)  are  open 
systems  composed  of  subsystems  which  process  inputs, 
throughputs,  and  outputs  of  various  forms  of  matter, 
energy,  and  information.13 


Miller  Identifies  nineteen  subsystems  that  are  essential  for  life, 
nine  of  which  are  concerned  uilth  information.14  His  general  theory  of 
systems  has  several  implications  with  regard  to  this  paper.  First, 
structure  and  process  ore  the  basic  components  of  a  system.'9 
Information  oriented  subsystems  are  rooted  In  the  natural  laws  of  the 
universe.  This  Implies  that  the  information  process  is  unchanging, 
while  structure  Is  variable.  Second,  a  general  theory  'provides 
common  measurement  units  that  make  research  ot  different  levels 
comparable.*19  This  suggests  the  existence  of  common  measurement 
criteria. 

History  has  olso  illuminated  a  path  for  study.  The  evolution  of 
command  and  control  over  the  last  thousand  years  has  demonstrated 
that  leadership,  communications,  and  organization  are  essential 
elements  for  establishing  and  maintaining  unit  control.'7  Man  is  the 
focus  of  the  control  process,  fls  one  study  put  It,  "the  control  of 
military  units  means  simply  --  the  control  of  men.*'8  Leadership  Is  the 
central  principle  upon  which  the  command  and  control  process  rests 
because  man  Is  the  perpetual  component  In  all  military  operations.''' 
While  this  study  seeks  to  exclude  the  variable  nature  of  the  human 
element,  the  effects  attributable  to  the  nature  of  leadership  are 
relevant. 

Experience  during  war  demonstrates  that  a  supreme  leader  is  the 
preferred  form  of  authority  on  the  battlefield.28  This  suggests  that  a 
hierarchical  form  of  organization  (the  physical  manifestation  of 
authority)  Is  the  best  structure  for  force  design.  Command  Is  the 
functional  aspect  of  military  leadership  that  rests  on  authority. 
Experience  olso  demonstrates  that  'there  is  a  limit  to  the  number  of 


principle  subordinates  a  leader  can  effectively  command. ■«  This  Is 
the  functional  reason  for  the  evolution  of  a  staff  system  and  limiting  a 
commanders  span  of  control.  R  hierarchical  structure,  a  staff  system, 
and  a  limited  span  of  control  are  elements  of  force  design  ascribed  to 
the  influence  of  leadership. 

The  evolution  of  command  and  control  also  illustrates  that 
communications  is  a  key  ingredient  because  it  allows  a  commander  and 
his  staff  to  exercise  control.22  Indeed,  communications  has  increased 
In  importance  during  the  last  century.  Rn  extract  from  R  History  of  The 
U.S.  Signal  Corns  illustrates  the  key  role  communications  played  during 
IDUI  l : 

The  Signal  Corps  troops  maintain  their  nets  with  telephone, 
telegraph  and  buzzer-phone  instruments.  Projector 
service,  which  is  a  means  of  visual  signaling,  supplements 
the  wire  circuits  during  the  period  of  their  interruption  by 
the  enemy's  shellfire  and  other  activitie$....The  extensive 
radio  net,  throughout  which  each  division  on  the  front  uses 
numerous  types  of  radio  equipment  designed  to  meet  the 
special  needs  of  the  regimental,  brigade,  division  and  corps 
headquarters....The  systems  are  further  augmented....by  the 
pigeon  service....speciol  forms  of  fireworks....signaling 
panels  used  with  airplanes  and  the  "runners*  (soldiers)  to 
preclude  on  interruption  in  communication.23 

mill  II  commanders  relied  on  technical  communications  means 
more  than  ever  before. 


Units,  at  all  levels,  were  controlled  and  directed  toward 
their  missions  by  fragmentary  verbal  orders.  6iven  over 
the  radio  by  the  voice  of  the  commander,  these  orders  were 
as  pertinent  and  direct  as  they  were  personal  and  human.24 
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People  Mi  ulyeit  fsm  tM  means  far  cemmenicatlees  Mi 
ere  n  realitg  comp— eats  ef  farce  design.  Force  design  proaides  • 
means  te  ecMeee  C2.  Was  tlm  "Composition  efe  matt  erf  fermatlen  has 
mrect  leartii  epee  Hem  It  can  be  ceatrofted  In  combat.*29  The  Bring 
Lineage  beak  inastrates  the  significance  af  this  paint  with  an  eaample 
from  the  ihaericaa  Chrtl  bar 


In  the  beat  af  tba  conflict,  na  changes  mere  made  la 
regimental  organization,  despite  the  fact  that  it  mas  soon 
recognized  ns  unsuitable.  Improved  firearms  forced 
regiments  and  their  companies  to  disperse  to  such  an  entant 
that  officers  could  net  effectiuelg  enercise  central  over 
them,  bnca  a  regiment  Sepia  ged,  it  mas  tea  big  far  ana  man 
and  bis  staff  ta  control.  Ibis  fact  helped  te  causa  a  high 
casuaitg  rata  among  general  officers,  since  tba  onlg  mag 
tbeg  could  ta  flue  ace  an  assault,  or  rang  a  broken  One,  mas 
ta  akaca  tbcmioluci  mi  he  re  euaruona  In  the  cammnad  could 
sou  them,  it  such  times  the  eaemg's  sharpshooters  sum 
them  aguaig  mafl.2* 


Ihaarg  and  Mstorg  have  preaided  an  azimuth  to  guide 
hmestlgatiea.  This  studg  begins  mith  a  theoretical  and  doctrinal 
analgils  af  C2  in  order  ta  astabish  a  medal  af  the  C2  process. 
Components  of  the  medal  are  than  translated  Into  general 
regahraments  for  people  and  eguipmeat  ta  demonstrate  Nnkagas 
batmaan  process  and  structure  and  establish  a  focus  far  measures  of 
effldeacg.  Theoretical  and  doctrinal  Insights  into  measures  of 
efficieacg  are  than  anplared  In  ardor  ta  propose  a  sat  of  criteria  far 
measuring  the  effldeacg  af  a  C2  sgstem.  in  analgsis  af  unit 
performance  at  the  National  Training  Canter  (NIC),  mith  a  focus  an  C2 
issues,  is  used  ta  reinforce  the  aoidltg  af  the  proposed  criteria. 
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The  stmlg  concludes  with  recommendations  for  doctrinal  development, 
future  research,  end  force  design. 

Hie  scope  of  this  paper  is  limited  to  the  tactical  level  of  uior 
although  the  conclusions  offered  may  have  relevance  In  the 
operational  and  strategic  realms.  The  J-Sertes  tank  battalion  provides 
a  relevant  focus  for  euamination  because  of  its  central  position  in  the 
Rrmy  of  Eucellence  Heavy  Division. 


II.  The  a  Process 


Rn  appreciation  for  the  C2  process  Is  the  first  step  in  establishing 
criteria  for  measuring  the  efficiency  of  a  C2  system.  Rlthough 
theoretical  and  doctrinal  perspectives  differ  ivlth  regard  to  the  enact 
components  of  the  c2  process,  common  concepts  are  discernible  and 
provide  a  means  to  construct  a  model  of  the  military  C2  process. 

R.H.  IIIIIcoh  and  his  associates  at  the  Royal  Military  College  of 
Science  depict  C2  as  a  cybernetic  process.  R  commander  commands  and 
controls  his  forces  ‘through  a  number  of  cybernetic  or  feedback 
loops.*22  Cybernetics  refers  to  the  theory  of  control  and 
communications  In  animals  and  machines.  It  also  Indicates  that  the  C2 
process  bos  its  roots  m  the  deeper  theory  of  living  systems.2*  The 
stops  m  each  cybernetic  loop  occur  seguentlaRg  and  are  Interpreted  as 


•  SurveMance.  The  search  for  available  Intelligence. 


•  Cemmunicatteas.  Die  transfer  of  Information  to  the 

comiflNer  and  staff. 

•  Bata  Processing  art  Management.  Die  filtering  and 

processing  of  row  Bata  into  a  suitable 
format  for  tbe  commander. 

•  Decision  Making.  Selection  af  a  course  of  action  by  a 

commander  aided  by  Ms  staff  and 
decision  aids. 

•  Communications.  Die  conaoyonco  of  orders  tbot  result 

from  decisions. 

•  Bction.  Die  purpose  end  end  product  of  the  process. 

UMIcon'  C2  theory  depicts  one  or  mere  loops  os  necessary  to 
achieve  the  desired  action  and  recognizes  that  subordinate 
oryonizotieas  enecute  their  own  cybernetic  loops.  Dds  is  consistent 
with  a  hierarchical  command  structure  whase  basic  purpose  is  to 
accomplish  a  military  action. 

John  R.  Boyd,  a  maneuver  warfare  theorist,  offers  a  more 
compact  but  similar  theory  of  a  C2  process.  Boyd  reduces  the  C2 
process  to  a  series  of  cycles  that  are  composed  of  the  following  events: 
observation,  orientation,  decision,  and  action.9*  Observation  is  the 
process  of  collecting  Information;  orientation  and  decision  represent  a 
consideration  of  the  information  and  a  selection  of  o  course  of  action; 
and  action  Is  the  enecutlon  of  a  decision.  Boyd's  theory  also 
emphasizes  that  Ms  process  opplys  to  all  living  things. 

Ufa  is  conflict,  survival,  and  conquest.  In  addressing  any 
questlens  about  conflict,  survival  and  conquest  one  Is 
naturally  lad  ta  the  Dieory  of  Evolution  by  Natural  Selection 
and  the  conduct  of  war,  since  bath  treat  conflict,  survival. 


and  conquest  In  a  very  fundamental  uiag.3’ 

Martin  van  Creveld  In  Ms  study  Command  provides  a  third 
theoretical  point  of  view.32  Me  believes  an  Ideal  C2  process: 

•  Gathers  Information. 

•  Presents  alternatives  hi  decision  making. 

•  Produces  decisions  that  ore  adhered  to  in  principle. 

•  Generates  orders. 

•  Transmits  orders. 

•  Monitors  developments. 

Von  Creveld  introduces  the  concept  of  monitoring  os  o  step 
similar  in  function  to  gathering  Information  hut  different  in  purpose. 
Gathering  information  relates  directly  to  a  command  decision  on  a 
course  of  action,  while  monitoring  provides  information  for  a  control 
decision  that  keeps  an  action  consistent  with  achieving  an  end  goal. 

Van  Creveld  believes  monitoring  is  absolutely  essential,  citing  several 
uses  of  what  he  calls  a  ‘directed  telescope”  to  accomplish  the  task.33 

The  Soviets  provide  a  final  sample  of  C2  theory  that  is  very  similar 
to  those  already  discussed.  Soviet  C2  theory  recognizes  the  following 
‘functions”  in  the  C2  process:34 

•  Requisition  and  processing  of  information  on  the 
situation. 


•  Commanders  adoption  of  the  decision  and  his  planning  of 
comhat  operations. 

•  Oisseminote  the  tactical  missions  to  the  troops  and  to 
organize  their  coordination. 

•  Organization  of  comprehensive  support  of  combat 
actions. 

•  Preparation  of  troops  for  combat  operations. 

•  Organization  of  command  and  control. 

•  Monitoring  of  the  readiness  of  troops  for  combat 
operations. 


Rlthough  the  Souiet  model  appears  more  complicated,  the  process  is 
essentially  the  same. 

Of  oil  the  functions  mentioned,  the  mein,  always  mandatory, 
flNed  functions  end  those  constantly  repeated  in  practice 
are  the  acquisition  and  processing  ef  Information  an  the 
situation,  making  e  decision  based  an  this  information,  and 
disseminating  the  missions  to  these  who  will  perform 
them.39 

R  doctrinal  perspective  is  also  useful  in  euamHiing  the  C2  process. 
The  OS  Army  recognizes  many  ef  the  previously  discussed  concepts. 
TRRDQC  Pamphlet  525-2  Tactical  Command  Control  acknowledges  the 
following  tasks  as  making  up  the  C2  process:39 


•  Find  out  what  Is  going  on. 

•  Decide  what  to  do  about  it. 


•  Issue  necessary  instructions. 
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Knp  track  of  how  well  Instructions  ore  being  corned 
eat. 


FleM  Circaier  71-6, 


describes  the  C2  process  at  the  lower  end  ef  the  tactical  level: 


loch  time  information  requiring  action  is  received,  the 
commander  goes  through  a  decision-making  process.  He 
collects  and  analyses  Information,  decides  what  to  do, 
organizes  his  force  to  do  it,  ardors  someone  to  do  it,  and 
supervises  the  evocation  of  the  decision.37 


C2  theory  and  nrmg  C2  doctrine  share  the  same  basic  concepts 
with  regard  ta  process.  All  examples  Included  the  requirements  to 
collect  Information,  communicate  the  information  to  a  decision  maker, 
perform  a  subordinate  decision  making  process,  and  transmit  the 


Is  the  foundation  of  the  process.  flnoHg,  the  C2  process  Is 
representative  of  the  informational  subsystem  found  within  on  living 
organisms.  This  suggests  that  the  process  Is  not  evolving;  It  is  a  stable 
component  within  a  C2  system.  The  diagram  at  figure  1.  represents  a 
synthesis  of  the  previous  examples  into  e  model  ef  the  C2  process. 


Fifur#  f .  Tlw  Command  m4  Co*trtl  Process. 


11m  MfMtlM  if  C2  describes  •  system  that  includes  the 
elements  of  a  process  and  a  structure.  II C2  structure  exists  to  support 
the  C2  process  ond  includes  doctrine  ond  a  unit's  Table  of  Organization 
and  Equipment  (TOE).  Doctrine  includes  the  C2  system  of  the  superior 
headquarters,  and  any  principles,  policies,  or  standard  operating 
procedures  accepted  by  on  authority.91  Structure  is  shaped  by  factors 
in  the  enoiranment.  These  include  the  unit's  mission,  friendly  and 
enemy  capabilities,  terrain  ond  weather,  and  time.  Doctrine  provides 
the  framework  far  how  to  accomplish  a  mission  in  the  environment  ond 
thus  acts  as  a  link  in  the  C2  structure  that  connects  force  design  with 
externa!  ceaditieas. 


Just  as  doctrine  links  structure  to  the  environment,  a  TOE  links 
structure  to  process.  Each  step  In  the  flow  of  Information  uiithin  the 
cyclic  C2  process  requires  the  accempHshment  of  certain  tasks.  The 
first  task  is  to  gather  information.  This  Involves  various  subtasks  at 
the  battalion  level  that  are  a  reflection  of  the  sources  of  Information. 
Primary  sources  of  tactical  information  are:  higher,  adjacent,  and 
supporting  headquarters,  personal  observe tiens,  direct  reports  from 
subordinates,  reports  from  the  local  populace,  captured  enemy  soldiers 
and  documents,  air  reconnaissance,  signal  Intercept,  electronic  sensors, 
topographic  maps,  technical  references,  and  the  commander's  own 
knowledge  M  Force  design  provides  the  commander  ufith  a  means  to 
tap  sources  of  information,  general  requirements  for  information 
gathering  Include:  an  organizational  structure  with  communication 
pathways  that  connect  pertinent  headquarters,  a  moans  for  the 
commander  personally  to  see  any  part  of  the  battlefield  under  Ms 
dbectlou,  people  to  observe  and  collect  information,  vision  equipment, 
sensors,  maps,  and  a  tactical  library. 

The  aeut  task  Is  ta  transmit  Information.  This  is  also  functionally 
the  same  as  the  fourth  task  (transmit  orders).  R  communication 
system  functions  to  pass  Information  from  one  place  to  another.4*  The 
Information  source  transmits  a  massage  either  orally  or  visually .  R 
transmitter  converts  the  message  to  a  signal  host  suited  for 
transmission  via  the  communications  channel.  The  channel,  such  os 
rodM  or  wire.  Is  the  moans  used  ta  sand  the  signal.  The  receiver  than 
changes  the  signal  hock  Iota  a  message,  camplating  the  transmission  of 
Information.  Transmitting  Information  involves  suhtasks  that  are  a 
function  of  the  typo  of  communications  system  used.  Force  design 


provMes  tlM  commander  with  the  channel  or  meant  of  communlcatien. 
These  include:  equipment  operators,  radio  transmitters  and  receivers 
te  operate  on  required  nets,  devices  far  visual  and  audio  signals, 
material  and  devices  to  facilitate  written  messages  or  orders,  and 
messengers  with  appropriate  transportation. 

FC  71-6  Battalion  and  Brigade  Command  and  Control  notes  that 
the  C2  ‘process  is  a  cycle  that  begins  and  ends  with  the  commander/41 
The  third  task,  decision  making,  is  thus  the  essence  of  the  C2  process. 
This  step  requires  the  processing  of  data  Into  a  form  that  is  relevant 
and  easily  understood,  assessment  of  the  data,  consideration  or 
courses  of  action,  a  decision,  and  further  amplification  into  a  detailed 
plan  If  time  permits.  Force  design  provides  the  position  of  Commander 
as  the  focus  for  decision  making,  fl  staff  in  battalion  and  larger 
organizations  is  provided  to  the  commander  to  assist  him  in  his  decision 
making  duties.  Parlous  types  of  aids/devices  are  provided  to  track  and 
display  information  that  facilitate  the  commander's  and  staffs  efforts. 

The  previous  discussion  establishes  a  sequence  of  linkages  that 
Illustrate  the  key  role  a  TOE  plays  in  a  C2  system.  The  diagram  at  Figure 
2.  Is  a  model  of  a  typical  C2  system.  The  components  of  a  C2  system 
are  a  process  and  a  structure.  The  process  Is  composed  of  distinct 
steps.  Each  step  In  the  C2  process  Is  a  task  that  generates  a 
requirement  for  a  piece  of  supporting  design.  The  C2  structure  Is 
composed  of  a  TOE  and  doctrine.  B  TOE  represents  a  summation  of  force 
design  requirements  that  provides  the  means  to  accomplish  the  tasks 
and  satisfy  doctrinal  requirements.  Process  provides  the  task  or  the 
awhota  for  force  design,  whUe  doctrine  provMes  the  "how/  R  TOE  links 
the  two.  Since  the  efflcloncg  of  aC2  system  Is  variable  and  the  process 


HUM*  Ifce  system  Is  fined  (the  constant),  then  one  or  mere  elements  hi 
the  structure  ore  variable  end  thus  determine  the  efficiency  of  the 
system.  If  the  TOE  represents  the  Dole  between  process  and  structure 
that  acts  to  harmonize  process  with  doctrine,  then  the  TOE  determines 
the  efficiency  of  a  C3  system. 
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Fifcre  2.  The  Command  and  Control  System. 


•  TOE  provides  a  level  (quality  and  quantity)  of  means  that  should 
mesh  with  doctrine  to  manlmlze  the  efficiency  of  a  C2  system.  Doth 
theoretical  and  doctrinal  perspectives  provide  Insight  Into  establishing 
criteria  that  measure  efficiency  in  a  C2  system. 

The  cybernetic  process  discussed  in  the  theory  by  R.M.  Ulilcou  and 
Ms  associates  views  communications  as  the  essential  part  of  the 


process.  The  theory  depicts  selected  attributes  of  the  communications 
component  of  the  C2  process  as  the  best  measurement  criteria: 

It  is  clear  from  the  enalysls  of  command  and  control  that 
communications  are  the  vital  element  in  the  loop....  The 
communications  systems  themselves  must  be  survivable, 
flexible,  reliable,  secure,  and  interoperable  if  they  are  to 
contribute  positively  to  effectiveness  in  battle. 

....The  measure  of  the  effectiveness  of  a  communications 
system  is  its  efficiency  in  passing  information ....  described 
by  the  follouiing  parameters:  accuracy....quantity  of 
informotion  passed....(and)  speed  of  passing  information. 

These  parameters  are  measurable  and  ore  specified  as  the 
basic  design  criteria  of  a  system,  and  the  final  form  of  the 
system  depends  on  the  emphasis  placed  on  each.42 


Martin  van  Creveld  in  his  study  Command  offers  similar 
descriptors  but  addresses  them  to  the  entire  process: 


Rn  ideal  command  system,  then,  should  be  able  to  gather 
information  accurately,  continuously,  comprehensively, 
selectively,  and  fast.  Reliable  means  must  be  developed  to 
distinguish  the  true  from  the  false,  the  relevant  from  the 
irrelevant,  the  moteriol  from  the  moteriol.  Disploys  must 
be  cleor,  detailed,  and  comprehensive  at  one  and  the  same 
time....  Orders  should  be  clear  and  unambiguous.  Once 
formulated,  orders  must  be  rapidly,  reliably ,  and  securely 
transmitted.49 

John  Boyd's  theory  focuses  on  speed  as  a  primary  means  of 
disorganizing  and  defeating  an  opponent. 
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The  Idea  of  fast  transients  suggests  that,  in  order  to  uiln,  me 
should  operate  at  a  faster  tempo  or  rhythm  than  our 
adversaries  —  or,  better  yet,  get  inside  our  adversaries 
Observation-Orlentatton-Oecision-Action  time  cycle  or  loop. 
Such  activity  mill  appear  ambiguous  (unpredictable),  and 
thereby  generate  confusion  and  disorder  among  our 
adversaries  —  since  our  adversaries  mill  be  unable  to 
generate  mental  images  ar  pictures  that  agree  mith  the 
menacing  as  mail  as  faster  transient  rhythm  or  patterns 
they  are  competing  against.44 


Although  Clousemitz  did  not  directly  address  the  command  and 
control  Issue  in  On  lllar.  he  alluded  to  the  importance  of  speed: 

If  the  enemy  decides  on  a  simpler  attack,  one  that  can  be 
carried  out  quickly,  he  milt  gain  the  advantage  and  mreck 
the  grand  design.  So,  in  the  evaluation  of  a  compleu  attack, 
every  risk  mhich  may  he  run  during  its  preparatory  stages 
must  he  melghed.  The  scheme  should  only  be  adopted  If 
there  Is  no  danger  that  the  enemy  can  mreck  it  hy  more 
rapid  action.  Wherever  this  is  possible  me  ourselves  must 
cheese  the  shorter  path.48 


LTC  Dale  E.  Fincke  in  a  paper  titled  Principles  of  Military 
Communications  for  C*l  believes  that  'communications  more  than  any 
ether  combat  related  element  directly  effects  the  ability  of  the 
commander  to  turn  information,  ideas,  and  plans  into  reality."44  He 
suggests  that  the  principles  of  continuity,  homogeneity,  versatility, 
security,  and  simplicity  'form  the  qualitative  foundation  against  mhich 
current  and  future  communications  methods,  architectures,  and 
equipment  should  be  assessed."47  Subordinate  elements  that  support 


each  basic  principle  are  also  postulated  as  folloms: 

* 
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•  Continuity  -  survivability,  reliability,  redundancy,  and 

self  repalrablllty. 

•  Homogeneity  -  modular  commonalty,  network 

synthesis,  integration. 

•  Versatility  -  agility,  nenibility,  decentralization, 

autonomy. 

•  Security  -  Indeterminacy,  digital  transmission, 

communications  security,  stealth. 

•  Simplicity  -  technological  sophistication,  human  factors. 


Soviet  C2  theory  stresses  that  subordinate  criteria  indeues  (after 
mission  results)  ore:  speed  of  the  system,  survivability,  continuity, 
security,  accuracy  and  reliability  of  data,  and  the  carrying  capacity  of 
communications  channels.41  The  Soviets  emphasize  speed  as  their 
basic  measurement. 

Consequently,  the  basic  quantitative  criterion  (indeu)  of 
operativeness  in  control  may  be  the  time  spent  by  the 
commander  and  staff  of  a  given  element  on  one  control 
cycle,  that  is,  on  acquiring  and  studying  the  situation  data, 
making  a  sound  decision  on  this  basis,  and  assigning  the 
missions  to  those  u»ho  will  carry  them  out.  This  time,  of 
course  must  be  os  short  os  possible  in  order  to  provide 
mauimum  time  for  troop  preparations  to  carry  out  the 
mission,  to  ensure  striking  before  the  enemy....This 
mauimum  admissible  duration  of  one  cycle  is  customarily 
called  the  critical  control  time.49 


II  doctrinal  point  of  uiew  may  also  help  in  the  development  of 
criteria  that  measure  the  efficiency  of  a  C2  system.  US  Rrmy  doctrine 
recognizes  measures  of  system  efficiency.  FM  100-5  details  the 
essential  ingredients  of  an  efficient  C?  system  as  follows: 


The  system  must  be  reliable,  secure,  fast,  and  durable.  It 
must  cellect,  analyze,  and  present  information  rapidly.  It 
must  communicate  orders,  coordinate  support,  ond  provide 
direction  to  the  force  in  spite  of  enemy  interference, 
destruction  of  command  posts,  or  loss  and  replacement  of 
commanders.5* 


FC  71-6  Battalion  and  Brigade  Command  and  Control  reflects 
current  doctrine. 

The  system  must  function  with  such  efficiency,  accuracy, 
and  dispatch  that  the  information— decision— action-follow 
up  cycle  works  faster  than  that  of  the  enemy. 

The  system  must  be  responsive  to  the  demands  of  higher 
headquarters,  and  must  provide  for  continuous  planning, 
caordination,  and  assessment  in  every  situation.51 

The  previous  sampling  of  C2  theory  and  current  US  Army  doctrine 
suggests  that  the  following  criteria  measure  efficiency  in  a  C2  system: 


•  continuity  of  operations. 

•  accuracy  of  information  gathered. 

•  speed  of  the  process. 

•  security  of  information. 


Continuity  of  operations  is  a  distinct  feature  In  both  theory  and  I 

doctrine  and  Is  Influenced  by  the  following  factors:  survivability, 
redundancy,  reliability,  sustainability,  mobility,  and  Interoperability.  ' 

Accuracy  of  Information  Is  also  frequently  discussed  ond  reflects  I 

whet  van  Creveld  refers  to  as  "the  endless  quest  for  certainty."52  The  j 
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subdimensions  of  accuracy  are:  the  number,  availability,  and  adequacy 
af  collection  sources;  the  spaed  of  codectieo  and  transmission  of 
information;  and  tbe  degree  of  distort  lea  during  transmission. 

Security  of  Information  Is  tbe  capability  af  on  organization  to 
deny  tbe  enemy  knowledge  of  one's  orders  or  plans.  Communications 
security  Is  tbe  most  obvious  dimension  of  this  criterion. 

Speed  of  tbe  process  is  tbe  most  frequently  discussed  criterion 
and  perhaps  the  most  Important.  Speed  Is  measured  In  increments  of 
time  and  Is  Influenced  by  tbe  foHotvmy  variables:  the  number  of 
command  levels,  tbe  span  af  control,  tbe  degree  of  decentralization  In 
the  decision  making  process,  and  automation.**  Tbe  speed  of  each 
component  or  the  entire  process  Is  measurable  In  time.  For  euample, 
the  time  It  takes  to  detect  an  enemy  activity  is  measurable,  as  Is  the 
total  time  for  a  unit  to  detect  on  activity  and  issue  orders  for  action. 

Tbe  proposed  criteria  measure  attributes  of  a  perfect  C 2  system 
that  are  a  reflection  of  the  C2  process.  The  ideal  C2  system:  functions 
all  the  time  regardless  of  environmental  conditions;  totally  denies  the 
enemy  information  regarding  friendly  plans  or  orders;  collects  all 
relevant  information  and  passes  it  through  the  system  without 
distortion;  and  operates  with  such  speed  that  information  is  real-time, 
and  tbe  decision  cycle  always  turns  faster  than  the  enemy’s. 

The  established  criteria  by  themselves  are  only  a  measure  of 
efficiency;  they  do  not  guarantee  adequacy  with  regard  to  the  enemy. 
Tbe  force  designer  achieves  adequacy  In  a  C2  system  by  raising  the 
threshold  of  one  or  more  criterion  until  a  war-winning  level  is  reached. 
For  euample,  be  Increases  tbe  degree  of  continuity  In  operations  by 
providing  a  heavier  armored  C2  vehicle  which  increases  survivability. 


Unfortunately,  adequacy  In  the  design  of  a  C2  system  is  relative  to  the 
capaMNtles  ef  an  enemy,  and  actual  combat  experience  Is  the  only  true 
test,  actual  combat  enpertence  mould  also  provide  a  means  to 
reinforce  the  validity  af  the  proposed  set  of  measurement  criteria. 

V.  Measuring  Efficiency  In  a  Tank  Battalion  Cl  System 

Short  of  actual  combat,  the  most  realistic  battlefield  environment 
available  to  the  US  army  Is  the  National  Training  Center  at  Ft  invln, 
CaNfornio.  Brigade-size  units  conduct  llve-flre  and  force-on-force 
operations  against  a  Soviet-style  opposing  force  over  rugged  terrain 
that  can  exceed  40  kilometers  from  start  to  finish.  Both  sides  are 
equipped  with  MILES  sgstems  that  simulate  personnel  and  vehicle 
destruction  and  position  location  designator  sgstems  that  track  the 
movement  af  combat  vehicles  and  dismounted  elements.  Both  the 
MILES  and  position  designator  sgstems  as  well  os  remote  video  cameras 
are  tied  Into  a  computerized  instrumentation  system  that  provides  data 
and  a  video  representation  of  the  battle  for  analysis,  fl  team  of  on¬ 
site  Bbserver/Controllers  conduct  a  close  evaluation  of  each  unit's 
performance.**  c2  Is  one  of  the  eight  operating  systems  that  form  the 
basis  far  evaluation  of  unit  performance.  Written  findings  are  coupled 
with  Instrumented  data  to  provide  a  thorough  analysis  and  critique  of 
performance.59  The  realistic  training  environment,  Instrumented  data, 
and  first-hand  observations  concerning  C2  moke  unit  performance  at 
the  NTC  an  Ideal  laboratory  to  test  the  validity  of  criteria  for  measuring 


the  efficiency  of  a  C2  system  and  to  enamine  how  well  a  particular  TOE 
satisfies  C2  requirements. 

Data  eh  unit  performance  at  the  NIC  was  yathered  from  nine 
different  rotations  includlny  a  special  C2  assessment  team  after  action 
report.  Both  doctrinal  and  TOE  observations  relatlny  to  C2  were  sifted 
from  the  sources  and  categorized  according  to  their  effect  on  the  C2 
process.5*  0  final  analysis  was  then  conducted  by  category  to  isolate 
one  or  more  common  attributes.  For  euample,  battalions  routinely 
publish  operation  orders  (OPORDs)  to  transmit  plans  to  subordinates. 
Observations  noted  that  the  reproduction  of  OPORDs  by  hand  (the  cause) 
consumed  a  great  deal  of  time  and  invariably  produced  Inaccurate 
overlays  (effects  on  the  C2  process). 

Continuity  of  Operations 

Unit  performance  Indicates  that  many  C2  problems  are  due  to 
insufficient  personnel,  insufficient  radios,  and  survivability  of 
facilities.57  Observations  clearly  relate  to  the  ability  of  a  unit  to 
maintain  continuous  C2.  Comments  ore  centered  on  the  capability  of  C2 
facilities  to  perform  doctrinal  tasks.  The  following  observations 
Illustrate  common  problems: 

•  Insufficient  personnel  in  the  Mortar  Platoon  FDC 
impaired  24-hour  operations. 

•  Insufficient  personnel  in  the  TOC  Fire  Support  Element 
impaired  24-hour  operations. 


•  The  physical  configuration  of  the  Commander's  vehicle 
(working  space,  radios)  detracted  from  his  C2  capability. 


•  Insufficient  personnel  hi  the  combot  trains  Impaired  24- 
hour  operations. 

•  Insufficient  communications  equipment  and  personnel  in 
the  combat  trains  detracted  from  the  capebHity  to  oct  os 
the  alternate  TOC. 

•  Insufficient  personnel  in  the  TOC  impaired  24-hour 
operations. 

•  The  TOC  mas  very  vulnerable  to  interdiction  because  of 
the  visuol  signature  of  the  M57?  and  the  number  and 
length  of  radio  transmissions. 


The  quality  of  decisions  mode  by  a  commander  is  frequently 
degraded  because  an  inoccurete  picture  of  the  battlefield  is  formed. 
This  is  e  result  of  false  Information  collected  from  various  sources,  a 
distortion  of  accurate  Information  after  collection,  or  the  inability  to 
determine  ivhen  Information  is  too  old.91  This  Is  both  a  process  and 
design  problem  that  relates  to  the  accuracy  of  Information  as  it  flows 
from  the  sender  to  the  Intended  receiver.  The  following  observations 
Illustrate  the  contemporary  version  of  on  age-old  problem: 


•  Mop  reading  errors,  particularly  in  scout  plotoons  and  M- 
1  equipped  units,  ore  the  root  of  many  problems. 

•  Reproduction  of  operations  overlays  by  hand  results  in 
graphical  errors. 

•  Inadequate  or  hioccmrete  administrative  and  logistical 
Information  frequently  distorts  the  commander's 
estimate  of  his  combat  power. 


Sttgfflg  gflnfflfiMtHm 

R  anirs  plan  Is  frequently  revealed  te  the  enemy  before  battle, 
stripping  tbe  friendly  force  of  the  key  element  of  surprise.  Ibis  Is 
rarely  tbe  result  of  breaches  in  signal  security;  poor  physical  security  is 
usually  to  blame.  R  common  observation  Is  that  the  scout  platoon  is 
Inodequate  to  counter  the  enemy’s  mounted  reconnaissance,  and  that 
doctrine  does  not  address  the  Issue.59 

Sneed  of  the  Process 

Perhaps  the  most  frequently  noted  attribute  of  a  C2  system  is 
speed.  Positive  comments  noted  that  successful  units  are  able  to  react 
quickly  to  situations  and  tend  to  allow  their  subordinates  the  moMimum 
amount  of  time  possible  to  prepare  for  an  operation.  These  same  units 
shorten  the  decision  cycle  time  by  continuously  anticipating  enemy 
moves,  knowing  the  status  of  available  resources,  judging  accurately 
time  and  space  relationships,  relying  on  SOPs,  decentralizing  activities 
to  the  maximum  possible  extent,  and  maintaining  a  rapid  and  reliable 
means  of  communications.60  Observations  also  noted  the  following 
common  problems  related  to  speed: 

i 

•  The  reproduction  of  OPORDs  by  bond  consume  an 
inordinate  portion  of  available  time. 

i 

•  Lack  of  permanently  task  organized  units  coupled  with  a  j 

high  personnel  turnover  requires  detailed  coordination  ; 

(and  hence  more  time)  to  accomplish  routine  tasks . 
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•  Standard  reports  take  up  too  much  radio  transmission 
time. 

•  Battalions  frequently  attach  a  maintenance  team 
permanently  to  each  company  in  order  to  simplify  and 
speed  up  maintenance  operations. 

•  Inadequate  communications  capability  In  the 
Maintenance  Platoon  delays  maintenance  operations. 

•  Inadequate  communications  capability  in  the  field  trains 
delays  supply  operations. 

•  Inadequate  or  inaccurate  administrative  and  logistical 
information  frequently  delays  resupply  operations. 

Unit  performance  at  the  NTC  further  substantiates  the  importance 
of  an  efficient  C2  system,  the  role  a  TOE  plays  with  regard  to  efficiency 
in  a  C2  system,  and  the  validity  of  the  proposed  set  of  criteria  that 
measure  efficiencj  in  a  C2  system.  R  breakdown  in  C2  may  result  in 
loss  of  the  battle,  while  a  superior  C2  system  is  a  significant  combat 
multiplier  that  may  prouide  the  edge  for  victory.  The  efficiency  of  a 
tank  battalion's  C2  system  is  less  than  manimal  when  force  design  does 
not  fully  support  the  C2  process.  Continuity  of  operations,  accuracy  of 
information,  security  of  information,  and  speed  of  the  process  are 
criteria  that  measure  efficiency  in  a  C2  system. 


PI. 
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IMS  Study  IMS  iKrillSl  tlM  ISSM  If  C2  frMR  a  theoretical, 
doctrinal,  and  practical  viavpatat.  Each  parspactMa  raises 
hapPcatloas  upith  regard  ta  rece—eaPatteas  far  doctrinal 
development,  fatara  research,  and  farca  design  actlaas. 

TbeeretfcaPg,  the  C2  pracass  is  a  raprasaatatlaa  af  tlw 
lafanaatlaa  subsystem  that  Is  caaaaaa  ta  all  living  organisms.  Pa  apea 
lafenaetiea  spstaai  aPaaw  tPa  saPspstanis  arttMa  aa  arganism  ta 
lataract  and  adapt  ta  changes  la  the  eaaireaaieat.  Conversely,  a  closed 
NMag  spstaai  that  lahlhits  ar  shats  aat  aateraal  lafanaatlaa  eaeataally 
saffars  dtseryenlzatiea  that  rasalts  la  death.*1  R  functioning  C2 
spstaai  Is  aa  apea  lafanaatlaa  spstam  that  should  produce  decisions 
that  BMUhnize  aa  eryaalzatiea's  survival  la  comhat.  Bestrog  (ar 
perhaps  Just  degrade)  a  Halt's  C2  spstaai  aad  the  subordinate  parts  af 
the  unit  suffer  disorganization,  making  it  more  vulnerable  to 
destruction  hp  on  enemy  farce.  This  suggests  that  an  enemy's  C2 
system  (at  any  level)  Is  e  high  prlonty  target,  and  that  protection  of 
one's  oum  C2  system  Is  equally  Important. 

The  proposition  that  a  C2  process  has  Its  conceptual  roots  In  a 
general  theory  of  living  systems*2  has  significant  doctrinal  implications. 
If  a  TOE  must  satisfy  the  requirements  of  both  the  C2  process  and 
doctrine,  and  efficiency  is  measured  by  the  degree  a  TOE  supports  the 
C2  process,  then  maalmum  efficiency  is  possible  only  uihen  process  and 
doctrine  are  in  complete  harmony.  If  the  C2  process  is  the  stable 
component  of  the  C2  system,  then  the  essence  of  doctrine  must  lay 
mithln  the  same  origins  of  the  process.  This  suggests  that  a  set  of 
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eternal  principles,  analogous  to  a  natural  law,  eulst.  There  Is  certainly 
a  nee*  far  research  Into  the  military  aspects  presented  in  Millers 
Thaaru  at  Llnina  Systems. 

This  study  also  has  implications  mith  regard  to  future 
Improvements  in  tactical  C2  systems  and  the  farce  design  process.  R 
198*  armor  Center  BHUte  Paper,  'Commend  and  Control  (C2)  of  the 
Maneuver  Heavy  Farce  in  the  airland  Battle,'  and  an  armor  Center  - 
Infantry  Center  Concept  Paper,  "K*  Organizational  Concept,"  provide  a 
leek  at  proposed  future  changes  in  the  C2  system  ef  a  tank  battaHen. 

Probably  the  greatest  deficiency  impacting  on  the 
commanders  C2  system  today  Is  the  lack  ef  time  available  to 
effectively  coordinate  the  intelligence,  fire,  maneuver,  and 
support  te  the  battlefield  systems  and  organization.  This 
deficiency  is  further  compounded  by  lack  of  accurate  and 
thaeln  battlefield  information.  Many  of  the  tasks  required 
ef  leaders  are  difficult  or  impassible  by  time-pressure, 
sensory  everlead,  and  same  ef  the  degraded  conditions  of 
NIC  operations^ 


The  lack  of  accurate  administrative  and  logistical  support 
taformatieu  is  especially  acute  under  the  difficult  and  fast- 

paced  operations  ef  NTC _ This  suggests  that  me  transition 

from  stem  voice  communications,  paper  maps,  acetate, 
grease  pencils,  sloiv  target  acquisition,  and  Inaccurate  land 
navigation  te  something  better....13 

airland  Battle  doctrine  requires  that  me  be  able  to  fight  on 
e  sustained  basis.  Since  human  beings  have  e  requirement 
for  sleep  and  rest,  it  is  incumbent  on  us  to  develop  a  system 
tvhich  mUI  meet  these  requirements.  The  K+  organizational 
design  recognizes  the  need  for  conducting  sustained 
eperatlens....me  need  te  "hide'  ear  commanders  in  combat 
vehicles  urtth  e  common  visual  signature  and,  at  the  same 
time,  me  need  te  have  redundancy  in  the  commend  element. 


In  order  to  done  continuous,  olert,  ond  responsive  command, 
ve  need  tu»o  command  groups  with  redundant  command  and 
control  capabilities.... 

The  current  concept  of  S-1, 2, 3,  and  4  is  replaced  in  K*  by 
the  formation  of  the  battle  management  section.  This 
section  is  designed  to  operate  out  of  three  large,  tracked 
command  and  control  vehicles,  probably  modeled  on  the 
same  chassis  as  the  armored  maintenance  vehicle .... 

Sufficient  redundancy  is  built  into  the  section  to  rotate 
personnel.*4 

The  proposed  future  improvements  indicated  in  the  papers 
correct  many  C2  shortfalls  in  force  design  noted  in  NTC  observations. 

The  Army's  methodology  with  regard  to  force  design  is  pragmatic; 
doctrine  and  field  enperience  are  used  to  correct  design  shortcomings. 
Indeed,  it  seems  that  C2  requirements  as  well  as  shortcomings  in  the 
TOE  ore  almost  a  surprise.  Unfortunately,  a  greot  deol  of  effort  and 
expense  has  been  spent  fielding  organizations  with  design  flaws, 
shortcomings  that  might  haue  been  detected  prior  to  fielding. 

The  papers  illustrate  a  defective  hidden  logic  behind  the  Army's 
approach  to  force  design.  The  logic  behind  this  approach  treats  the  C2 
process  os  evolving;  the  process  is  shaped  by  factors  within  the  C2 
system  and  the  environment.  A  standard  set  of  criteria  that  measure 
C2  efficiency  is  not  part  of  the  force  designer's  kit  because  the  Army 
does  not  recognize  the  C2  process  as  the  stable  foundation  of  a  C2 
system. 

An  examination  of  the  problem  areas  indicated  in  NTC 
observations  suggests  that  the  principle  of  economy  was  used  in  the 
design  of  the  tank  battalion's  TOE.  Indeed,  a  further  examination  of  the 
AOE  force  design  reveals  an  austere  organization  that  lacks  robustness 


and  redundancy  In  paaple  and  equipment.  B  logical  set  of  criteria  mas 
not  used  In  the  force  design  process  to  mauhnlze  the  efficiency  of  a 
tank  battalion's  C2  system. 


VII.  Conclusion 

Itiis  study  suggests  that  a  set  of  force  design  criteria  enists 
uihich  serve  to  monimize  the  efficiency  of  a  C2  system.  Theory  and 
doctrine  provide  a  foundation  for  establishing  criteria.  Process  and 
structure  are  the  components  of  a  C2  system.  The  C2  process  is 
representative  of  the  informational  subsystem  found  within  all  living 
organisms  and  is  the  stable  portion  of  the  C2  system.  Structure  is  the 
variable  portion  in  a  C2  system  that  Interacts  with  the  environment. 
Structure  Is  composed  of  a  TOC  and  doctrine.  The  linkage  between 
process  and  structure  within  a  G2  system  is  a  unit's  TOE,  and  the  linkage 
between  structure  and  environment  is  doctrine.  Efficiency  within  o  C2 
system  is  a  measure  of  the  degree  a  unit's  TOE  satisfies  process 
requirements.  Bn  analysis  of  theoretical  and  doctrinal  sources 
Hluminetes  a  set  of  common  criteria  that  measure  the  key  attributes  of 
a  C2  system.  The  performance  of  J-seiies  tank  battalions  at  the  NTC 
provides  a  basis  to  evaluate  the  validity  of  the  proposed  criteria  from  a 
perspective  of  reality.  Bn  analysis  of  observations  indicates  that  the 
efficiency  of  a  tank  battalion's  C2  system  is  less  than  maximal  when  a 
TOE  does  not  fully  support  the  C2  process.  The  analysis  further 
suggests  that  continuity  of  operations,  accuracy  of  information,  speed 
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•f  the  process,  and  security  of  information  are  measures  of  efficiency 
Mac2  system. 

Replication  of  the  proposed  criteria  mithln  the  force  design 
process  mould  result  in  seueral  benefits.  Decision  makers  could 
optimize  choices  betmeen  C2  systems  or  components  of  systems  based 
on  o  realistic  approach  to  measuring  cost-effectiueness.  The 
probability  of  fielding  on  organization  uiith  a  flamed  C2  system  mould 
decrease,  mhile  the  chances  for  successiue  imnrouements  in  tactical  C2 
systems  mould  increase.  Rny  increase  In  the  efficiency  of  a  C2  system 
mould  produce  the  most  Important  beneflt....an  increase  in  tactical 
combat  pomer. 


ENQNpm 


1  General  (Ret)  Bonn  R.  Starry,  "Command  and  Control:  Rn  Overview," 
Military  Review.  (November  1981),  p.  2. 

2  HQ  Department  of  the  Rrmy,  Field  Manual  1 00-5  Operations. 
(Washington,  May  1985),  p.  21. 

3  US  Rrmy  Rrmor  Center  White  Paper,  Command  and  Control  (C2)  of  The 
Maneuver  Heavy  force  in  the  Airland  Battle.  (Fort  Knox,  Kentucky, 
February  1986),  p.  5. 

4  HQ  Department  of  the  Rrmy,  Field  Manual  101-5-1  Operational  Terms 
and  Sumbols.  (Washington,  October,  1985),  p.  1-16. 

5  Bon  Creveld,  Martin,  Command.  SRMS  van  Creveld  Special,  (Fort 
Leavenworth,  Kansas,  1985),  p.  3. 

*  Teates,  H.  Bonnet,  et.  al.,  "Defining  and  Measuring  C2,  Part  I:  fl 
Perspective,"  Military  Electronics  Countermeasures.  (May  1980),  p.  92. 

7  Teates,  H.  Bennet,  et.  ol.,  "Defining  and  Measuring  C2,  Part  II:  System 
Evaluation,"  Military  Electronics  Countermeasures.  (June  1980),  p.  32. 

•  Ivanov.  D.R.,  et.  al..  Fundamentals  of  Tactical  Command  and  Control  - 
R  Soviet  Bieui.  (Washington,  no  date),  p.  27. 

4  FM  100-5,  p.  22. 

10  Teates,  H.  Bennet,  et.  ol.,  "Defining  and  Measuring  C2,  Port  I:  R 
Perspective,"  p.  32. 

"  Ibid.,  p.  33. 

12  Editors,  "The  Rrmy  Moteriol  Command,"  Rrmy.  (October  1986),  p.  401. 

13  Miller,  James  6.,  Living  Systems.  (New  York,  1 978),  p.  1 . 

14  Ibid.,  p.  3. 


51. 


>•  Ibid.,  p.  5. 

17  Ney,  Uirgil,  The  Euolution  of  Unit  Control.  Study  prepared  for  US  Army 
Combat  Deuelopment  Command,  Fort  Leauenuiorth,  Kansas,  p.  iii. 

»  Ibid.,  p.142. 

19  Ibid.,  p.142. 

28  Ibid.,  p.144. 

21  Ibid. 

22  Ibid.,  p.  143. 

23  Editors  of  the  Rrmy  Times.  History  of  the  Signal  Corns.  (Neui 
York,  1961),  pp.  105-106,  as  cited  in  The  Euolution  of  Unit  Control  by 
Uirgil  Neg,  report  prepared  for  US  Army  Combat  Deuelopment  Command, 
Fort  Leauenuiorth,  Kansas,  p.  86. 

24  Neg,  op.  sit.,  p.  1 1 7. 

23  Ibid.,  p.144. 

26  HQ  Department  of  the  Army,  Office  of  Military  History,  The  Armu 
lineage  Book.  Uol.  II.  (Washington,! 953),  Pg.  23,  as  cited  in  The 
Euolution  of  Unit  Control  by  Uirgil  Ney,  report  prepared  for  US  Army 
Combat  Deuelopment  Command,  Fort  Leauenuiorth,  Kansas,  p.  57. 

27  Wilcou,  A.M.,  et.  al.,  Command.  Control  and  Communications. 

(Mclean,  Uirglnia,  1983),  p.  1. 

28  See  Miller,  Liuinq  Systems,  chops.  2  and  3,  pp.  9-88. 

29  WHcoh,  op.  sit.,  pp.  1  -2. 

30  Boyd,  John,  'Patterns  of  Conflict,”  (unpublished  paper,  no  date),  p.  5. 

31  Ibid.,  pp.  10-11. 

92  Uon  Creveld,  op.  sit.,  pp.  6-7. 


34  Ivanov,  op.  sit.  pp.  29-39. 

35  Ibid.,  p.  40. 


34  HQ  IIS  Army  Training  and  Ooctrine  Command,  Pamphlet  525-2 
Operational  Concent  -  Tactical  Command  and  Control.  (Fort  Monroe, 
Virginia,  1900),  p.  3. 

37  HQ  US  Rimy  Rrmor  School  and  HQ  US  Rrmy  Infantry  Center,  Field 
Circular  71-6,  Battalion  and  Brigade  Command  and  Control.  (Fort  KnoH, 
Kentucky  /  Fort  Henning,  6eorgia,  1905),  p.  2-3. 

34  See  the  following  sources  for  a  discussion  of  C2  structure:  van 
Creveld,  Command,  p.  0;  Miller,  Living  Systems,  pp.  51  -07.  Rlso  see  the 
following  sources  for  a  discussion  on  doctrine:  M6  (Ret)  I.B.  Holley, 
"Concepts,  Doctrines,  Principles:  Rre  you  sure  you  understand  these 
terms?"  (Rlr  University  Review.  July-Rugust  1904),  pp.  90-93;  Jay 
Luvaas,  "Some  Vagrant  Thoughts  on  Ooctrine,"  (Militant  Review.  March 
1906),  pp.  56-60. 

39  See  HQ  Department  of  the  Rrmy,  Field  Manual  34-1  Intelligence  and 
Electronic  IVarfare  Operations.  (Washington,  August  1904),  pp.  2-1  to  2- 
47,  for  a  discussion  on  intelligence  sources. 

49  WIIcoh,  op.  sit.,  p.  2. 


FC  71-6,  p  2-1. 

42  Wilcox,  op.  sit.,  p.  3. 

43  Von  Creveld,  op.  sit.,  pp.  6-7. 

44  Boyd,  op.  sit.,  p.  5. 

45  Clausawitz,  op.  sit.,  p.  229. 

49  Fincke,  LTC  Oale  E.,  "Principles  of  Military  Communications  for  C3I," 
Monograph  for  the  Advanced  Operational  Studies  Fellowship  Program, 
School  of  Advanced  Military  Studies,  US  Rrmy  C6SC,  (Fort  Leavenworth, 
Konsas,  May  1906),  p.  73. 


42  Ibid.,  p.  3. 

44  Ivanov,  dp.  sit.,  p.  28. 

«  Ibid,  p.  46. 

»  FM  100-5,  p.  22. 

«  FC  71-6,  p.2-3. 

52  lion  Croveld,  op.  sit.,  p.  256. 

53  Ney,  op.  sit.,  p.  144.  Rlso  see  Mayer,  Hugo  E.,  "Improving  the  Odds 
Through  Reductions  of  Oecision-Cycle  Times,"  and  "On  Large  Unit 
Reaction  Time,"  Information  Papers  written  for  the  Combined  Rrms 
Operations  Research  Rctlvity,  (Fort  Leavenworth,  Kansas,  October  and 
November  1985.) 

54  HQ  US  Rrmy  Training  and  Doctrine  Commond,  "Notionol  Training 
Center  Development  Plon,"  (Fort  Monroe,  Uirginia,  1979),  p.  1-2. 

33  col  Jared  Robertson,  "Lessons  Learned  at  the  NTC,"  Briefing 
conducted  for  the  School  of  Advanced  Military  Studies,  8  September 
1986. 

54  HQ  Notional  Training  Center,  "Take  Home  Package,"  (Fort  Irwin, 
Californio),  o  selection  of  nine  reports  from  1985  through  1986.  Rlso 
see  Combined  Rrms  Training  Activity,  "After  Action  Report  for  Combined 
Rrms  Assessment  Team  (CART)  NTC  Rotation  86-7,”  (Fort  Leavenworth, 
Kansas,  April  1986.) 

«  ibid. 

54  Ibid. 

34  Ibid. 

44  Ibid. 


41  Miller,  op.  sit.,  pp.  13-18. 

42  Ibid.,  pp.  1-13. 


roc 


ml' 


i 


i 


i 


«3 


US  Army  Armor  Center  White  Paper,  Command  < 


Maneuuer  Heauu  Force  in  the  Airland  Battle.  (Fort  Knox,  Kentucky 
February  1986),  pp.  7-8. 


44  US  Army  Armor  Center  and  Infantry  Center  Concept  Paper,  K+ 
Organizational  Concent  (Fort  Knox,  Kentucky  and  Fort  Benning,  Georgia, 
February  1986),  Introduction. 


Books 


Clausewitz,  Carl  von,  On  mar.  Translated  and  edited  by  Michael  Howard 
and  Peter  Paret,  Princeton,  New  Jersey:  Princeton  Uniuersity 
Press,  1976. 

Editors  of  The  Army  Times.  History  of  the  Signal  Corns.  New  Vork:  6.P. 
Putnam's  Sons,  1961. 

Ivanov,  D.R.,  et.  al..  Fundamentals  of  Tactical  Command  and  Control  -  H 
Soviet  lliew.  Translated  by  the  IIS  flir  Force,  Washington,  D.C. :  IIS 
Government  Printing  Office,  no  date. 

Miller,  James  6.,  Livinu  Systems.  New  Vork:  McGraw  -  Hill,  1 978. 

WilcoH,  fl.  M.,  et  al..  Command,  control  and  Communications.  Mclean, 
Virginia:  Pentagon  -  Brassey's  International;  Defense  PubHshers, 
1983. 


Periodicals 


Editors,  "The  Rimy  Material  Command." 
472. 


imr 


y,  October  1986,  pp.  350- 


Storry,  6en.  Bonn  R.,  "Command  and  Control:  Rn  Overview.”  Military 
Beview.  November  1981,  pp.  2-3. 

Teates,  H.  Rennet,  et.  al.,  "Oefining  and  Measuring  C2,  Part  I:  R 

Perspective."  Military  Electronics  Countermeasures.  Mau  1980. 
pp.  40-46,  92-93. 

_ ,  et.  al.,  "Defining  and  Measuring  C2,  Part  II:  System 

Evaluation."  Militoru  Electronics  Countermeasures.  June  1980. 


Manuals 


Field  Circular  7 1  -6,  Battalion  and  Brigade  Command  and  Control.  HQ  US 
Army  Armor  School,  Fort  Know,  Kentucky  and  HQ  US  Army  Infantry 
Center,  Fort  Benniny,  Georgia,  March  1985. 


Field  Manual  34-1.  Intelligence  and  Electronic  Ularfare  Operations. 
Washington:  HQ  Beportment  of  the  Army,  August  1984. 

Field  Manual  1Q0-5,  Operations.  Washington:  HQ  Beportment  of  the 
Army,  May  1986. 


Field  Manual  181-5-1.  Operational  Terms  and  Sumhols. 
Beportment  of  the  Army,  October  1985. 


Washington:  HQ 


US  Army  Training  and  Doctrine  Command  Pamphlet  525-2,  Operational 

Fort  Monroe,  Virginia, 

1980. 


Boyd,  John  A.,  "Organic  Design  for  Command  and  Control."  Unpublished 
paper,  no  date. 

_ ,  "Patterns  of  Conflict."  Unpublished  paper,  no  date. 

Combined  Arms  Training  Activity,  "After  Action  Aeport  for  the  Combined 
Arms  Assessment  Team  (CAAT)  NTC  Aotatlon  86-7."  Fort 
Leovenuiorth,  Kansas,  April  1986. 

Fincke,  LTC  Dale  E.,  "Principles  of  Military  Communications  for  C3I." 
Monograph  for  the  Advanced  Operational  Studies  Fellowship 
Program,  School  of  Advanced  Military  Studies,  US  Army  C6SC,  Fort 
Leavenworth,  Kansas,  May  1986. 


Headquarters,  National  Training  Center  and  Fort  Iruiin,  "Take  Home 
Package.”  Subject:  Task  Force  Training  at  the  Notional  Training 
Center,  Fort  Irwin,  Californio,  Rpril  1985-Rpril  1986  (  Selection  of 
9  documents). 

HQ  Department  of  the  Rrmy,  Office  of  Military  History,  The  firmu  Lineage 
Book.  Ifol.  II.  Washington,  1953. 

HQ  US  Rrmy  Training  and  Doctrine  Command,  ‘National  Training  Center 
Development  Plan.”  Fort  Monroe,  Virginia,  1979. 

Mayer,  Hugo  E.,  'Improving  the  Odds  Through  Reductions  of  Decision- 
Cycle  Times.”  Information  Paper  for  the  Combined  Rrms 
Operations  Research  Activity,  Fort  Leavenuiorth,  Kansas,  October 
1985. 

_ _  ‘On  Large  Unit  Reaction  Time.”  Information  Paper  for 

the  Combined  Rrms  Operations  Research  Activity,  Fort 
Leavenworth,  Kansas,  November  1985. 

Ney,  Virgil,  The  Evolution  of  Unit  Control.  Study  prepared  for  the  US 
Rrmy  Combat  Development  Command,  Fort  Leavenworth,  Kansas, 
September  1965. 

US  Rrmy  Armor  Center  White  Paper,  ‘Command  and  Control  (C2)  of  The 
Maneuver  Heavy  Force  in  the  Rirland  Battle.”  Fort  Knox, 
Kentucky,  Februory  1986. 

US  Rrmy  Armor  Center  and  Infantry  Center  Concept  Paper,  *K+ 

Organizational  Concept.”  Fort  Knon,  Kentucky  and  Fort  Benning, 
Georgia,  February  1986. 

Ilan  Creveld,  Command.  Study  prepared  for  the  Office  of  the  Secretary 
of  Defense  /  Net  Assessment,  SRMS  Reprint,  Fort  Leavenworth, 
Kansas,  no  dote. 


Keller,  Robert,  Deputy  Director,  Force  Design  Directorate,  US  Rrmy 
Combined  Rrms  Combat  Development  Rctivity.  Personal 
Interview  conducted  13  August  1986. 

Moyer,  Hugo  I.,  Combine  Arms  Operations  Research  Rctivity,  Fort 
Leavenworth,  Kansas.  Personal  Interview  conducted  15 
September  1986. 

Robertson,  Col  Jared  J.,  Chief,  NTC  Operations  6roup,  "Lessons  Learned 
at  the  NIC."  briefing  conducted  for  the  School  of  Advanced 
Military  studies,  8  September  1986. 


i 

I 


i 


